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[(E The Guardian

WhatsApp says journalists and civil society members were
targets of Israeli spyware

Nearly 100 journalists and other members of civil society using WhatsApp, the popular
messaging app owned by Meta, were targeted by spyware owned by Paragon...

Jan 31, 2025

wu  The Hacker News B AlJazeera
New ClayRat Spyware Targets Android Users via Fake Journalists, activists targeted in Jordan with Israeli-made
WhatsApp and TikTok Apps Pegasus spyware

ClayRat Android spyware uses fake apps and Telegram to steal data and spread via The mobile phones of more than 30 people in Jordan, including jourmnalists, lawyers and

contacts. activisis, were hacked with the Israeli-made Pegasus...

4 days ago Feb 1, 2024
B BBC &
Pegasus: Spyware sold to governments ‘targets activists @
An Israeli woman uses her iPhone in front of the building housing the Israeli NSO i g Y

group, on August 28, 2016, in Herzliya, near Tel Aviv.

n Jul 19, 2021
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KANADE

Open source apk extractor app.

Download The App
via Play Store
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Adobe Acrobat
}- com.adobe. reader
Version: 25.10.0.41601
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VirusTotal

Samples are analysed on upload and are not analysed afterw
up-to-date conclusion.

ua>®) lgols (Al anti-virus 66 G (e

Re port B https:/fwwwivirustotal.com/guiffile/5bbc731 2cfaldiee7c1191

Most Popular AV Detections

WirusTaotal

Threat name: fakeapp Q

L9.:..u.|c>..c..|| L) ).eJo Threat name: andr Q,

Threat name: ftla Q,
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Package com.wire

App name Wire
Version name 3.65.979
Version code

SDK

Opid @3 (Gusbaidl pl 3Se5 dpdiogll UL UAID 60c18d14be88e9af123c54989cafeaB8652717b30
FWI el.§9 ke
JN> o dius Signature Signature V1

Frosting




Package

App name
Version name
Version code
SDK

UAID

Signature

Frosting

com.wire
Wire
3.65.979

979

60c18d14be88e9af123c54989cafea86527f7b30

Signature V1

Package

App name
Version name
Version code
SDK

UAID
Signature

Frosting

com.wire

Wire

3.65.979

979

24 - 30
Pe5427f51b20eal56a7c6bT9e40262112756a308

Signature V1

Frosted

Blocks found within V2 signature:
Bx7109871a: Unknown
Bx42726577: Verity padding
Bx2146444e: Google metadata
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Manifest analysis

-I_T_"".: Clear text traffic 1s Enabled For Applandroid:usesCleartextTrafl




Activities

ol . #CShop . shop .. wiew. OneACT1vALY

com. ¢+Cihop. shop..vitw. oplashactivitly

com. #CEhop . Shop .. view. LOogACtivity

e . goldze . mvwmhablt  base . ContainerActlivity

B . goldze. . mvwmhablt .crash. berfaultErroractivi Ly

com. Just . agentweb. ActlonActivity

com. blank).utllcode.util. UtilsTransActivityvddalnProcess

com.blank] . utilcode. util. UtlilsTransActivity
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Permissions analysis

@D android.permis:
ES WRITE EXTERNAL STORAG




Threat analysis

ndence:
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rom file

a URL and read dat
Confidence: 2ad file and put it into a stream
Confidence: Load cla
Confidence: Re data from broadcast
Confidence:

Confidence:




Behavior analysis

Certificate handiing

Tcp socket

okio/SocketAsyncTimeout. java

okio/Okio_ JwmOkiokt.java
comfecshop/shop/IPUtils. java
me/goldze/mywmhabit/http/NetworkUtil. java
com/blankj/utilcode/util MMetworklUtils. java
com/blankj/utilcode/util /Deviceltils. java
okio/DeprecatedOkio. java

org/jsoupSinternal /ConstrainablelnputStream. java

me/goldze /mywmhabit/ http/ExceptionHandle. java

okio/Okio.java

lodén Lol dadidl Lo
" Joasidly Gubill

o OlSgluwll 030 (o



Pithus JoJ=3

4 Y4 Y4 Y4 Y4 A

Fingerprints Threat Intel. APK Analysis Code Analysis Behavior Analysis

\- AN AN VAN AN /




Domains analysis
caocaodage-time . deno.dev
jryhudtgrif.s3.ap-southeast-1.amazonows . com
cancasdage . github. io
hriecufsgvoh.s3.ap-southeast -1, dmazonows . com
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schemas . android .. com
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jsoup.org
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